C KaxgbIM rofoM MOJIOAEXN B MHTEDHETE CTAHOBUTLCS OOJIbLUE, & LLIKO/IbHUKU O4HN U3
CaMbiX aKTUBHbIX [10/1b30BaTe/ien PyHera. Mexay TeM, roMumMo OrpoOMHOIro KO/IMYEeCcTBa
BO3MOXHOCTEH, MHTEPHET HECET U MPOOJIEMbI. 3Ta NAMSTKA A0/KHA ITOMOYb TEOE
6e30r1acHoO Haxo4anTbCS B CETH.

KomnbrorepHseie BUPYyCbI

KOMIbrOTEPHBIV  BUPYC - 3TO PasHOBUAHOCTb KOMITbIOTEDHBIX [1DOMPAMM,
OT/INYNTESIbHOY OCOBEHHOCTBIO KOTOPOY SBJ/ISIETCS CIIOCOOHOCTH K PAa3MHOXEHUO. B
LOIMOJIHEHNE K STOMY, BUPYChbl MOTYT MOBPEAUTL M/TU MOJTHOCTBIO YHUYTOXUTL BCE Dai/ibl
U [aHHbIE, MOAKOHTPO/IbHbIE [10/1b30BATE/D, OT UMEHMU KOTOPOro Obl/ia 3aryleHa
3apaxxeHHas rnporpamMmMa, a TaKKe OBPEAUTL WIN [AXKE YHUYTOXUTL ONEPALNOHHYHO
CUCTEMY CO BCEMM (haviiamn B LESIOM. B OO/IbLUMHCTBE C/1yYaeB pPacripoCTPaHSIIOTCH
BUPYCbl YEPE3 UHTEDHET.

Merogbl 3aLmnTel oT BPEAOHOCHbIX rporpamm.

1. Ucriofsib3yvi COBPEMEHHbIE OMEPALINOHHBIE CUCTEMbI, UMEIOLNE CEPLE3HLIN VPOBEHb
3aLYNTBI OT BDEJOHOCHBIX MPOMPaMM,;

2. [1oCTOSHHO yCTaHaB/MBau nadytv (UngpoBble 3ariatky, KOTopble aBTOMATUYECKU
VCTaHaB/IMBAIOTCS C LIE/IbIO [0PAGOTKU POrpaMMbl) U ApYrune O6HOB/IEHNS CBOEU
OMEPALINOHHOU CHUCTEMBI. CKaYNBaK X TOJIbKO C OQPULNATIbHOIO canTa pazpaborymka OC.
Ec/m cyijecTByET pexiM aBTOMaTUYECKOrO OBHOB/IEHMS], BKITHOYU Ero;

3. Pabotasi Ha CBOEM KOMIIbIOTEPE 1104 MPaBaMu 10/1b30BATENS, a HE aAMUHUCTPATOPA.
3710 He ro3BoMT 6OJIBIUNMHCTBY BPEJOHOCHBLIX TPOIPaMM MHCTA/LIMPOBATLCS Ha TBOEM
[IEDCOHA/IEHOM KOMITBIOTEDE,

4. Ucrionb3yvi aHTUBUPYCHbIE MPOrPaMMHBIE MPOAYKTbI M3BECTHBIX MPOU3BOANTENEN, C
aBTOMaTUYECKUM OBHOB/IEHNEM 6a3;

5. Orparnyb @undeckmi 4OCTYIT K KOMIbIOTEPY /18 ITOCTOPOHHUX JINLY;

6. VIcriofib3yvi BHELLIHWE HOCUTESIU MHPOPMALINK, TAKUE KaK (DrIELLIKE, ANCK Win (aril u3
UHTEDPHETA, TOJIbKO 13 MPOBEPEHHBLIX UCTOYHUKOB,

/. He OTK,Db/Bal;II KOMIIbIOTEPHBIE ¢7al/7/7b/, T10/TyHEeHHbBIE U3 HEHAAEXXHBbIX UCTOYHUKOB.

Jaxe 1e ganiibl, KOTopble rpuc/Iasa TBOY 3HAKOMbIM, JTyYLLe YTOYHHU Y HEro, OTrPaB/isisi
JI1 OH TEbe ux.

Cemu WI-FI

Wi-Fi - 370 He BUA NeEPEAaYM [aHHbIX, HE TEXHO/IOMMS, 8 BCEro JinLLib OPEHL,
mapka. Ewje B 1991 rogy HUAED/IGHACKAS KOMIIaHus 3apernctpupoBsasia bperHg "WECA',



n

yTo 0603HaYaso crioBocoqetaqme "Wireless Fidelity", koTopbivi nepeBoanTcs kak
"becripoBogHas TOYHOCTb ",

L0 HaLIEro BpeEMEHH A0LL/IA APy ras abbpeBnatypa, KoTopas SB/ISETCS TaKou Xe
TexHosiorned. 3ro abépesuarypa "Wi-Fi". Takoe HazBaHue 6bl/io AaHO C HAMEKOM HA
CTaHAaPT BbICLLIEN 3BYKOBOV TEXHUKM Hi-Fi, YTO B NEPEBOAE O3HAYAET "BbICOKAS
TOYHOCTB ",

Ja, 6ecriatHbivi MHTEPHET-AOCTYIT B Kaghe, OTENISX U a3POoropTax ABASETCI OT/IMYHOU
BO3MOXHOCTBIO BbIXOAA B UHTEPHET. HO MHOrMe 3KCrepTsl CYUTAIOT, YTO
obuyegoctyriHbie Wi-Fi cety He SB/IStoTCS 6E30MACHbIMA.

CoBeTsl 110 6€e30racHoCTv paboTsl B 0OLEAOCTYITHLIX CETIX Wi-fi:

1. He nepegasavi cBOKO /IMYHYIO MHPOPMALINIO YEPE3 0bLyeqocTyriHbie Wi-Fi ceTu.
Pabotas B H1X, )Xe/1aTe/IbHO HE BBOAMUTb 13pPOJIN JOCTYIIAE, JIOrMHbI U KAKNEe-TO HOMEDA,

2. Ucrionb3yvi 1 OBHOB/ISIVE GHTUBUPYCHBIE MPOrPaMMbl M 6paHAaMAayep. Tem cambiM Tbl
obe3oracuiLb cebs OT 3aKavyku BUPYca Ha TBOE YCTPOUCTBO,

3. pum ncrionb308aHm Wi-Fi otkaoum @yHkuymo "O6Lymi JOCTY K gavisiam u
MPUHTEPaM". [JaHHas QyHKUMS 38KPbITa 10 YMOTHAHMIO, O4HAKO HEKOTOPbIE
10/1b30BaTE/M aKTUBUPYIOT €€ /15 yA0OCTBa UCIIO/Ib30BaHNS B pabote nim y4ebe;

4. He ncriosnibayvi rny6rmdrbivi WI-FI 4719 nepegaym indHbIX AaHHbIX, HAPUMED /15
BbIX04a B COLNA/TbHbBIE CETU WMITU B 3/IEKTPOHHYIO 04Ty,

5. Ucrionib3yv TO/IbKO 3almLLIEHHOE COEAMHEHNE Yepe3 HTTPS, a He HTTP, T.e. ripu
Habope Beb-agpeca BBoAn uMeHHo "https.//";

6. B MobusibHOM Te/1eQOHE OTK/IOYM PyHKUMIO "TlogkrodeHmne Kk Wi-Fi asromatndeckm”,
He poryckari aBTOMaTu4ecKoro rnogK/IloYeRns yCTpoucTea K cetam Wi-Fi 6e3 tBoero
corziacus.

CoynasibHble ceTn

CouyuarbHble cemu akmueHO 8X005im 8 Hally XU3Hb, MHo2ue f1todu pabomarom u
JXusym mam rnocmosiHHO, a 8 Facebook yxxe 3apeaucmpupogaH Musuapo Yes108€K, 4mo
sensemcsi 00HolU cedbMoll ecex xumesnel rnaHemsl. MHoa2ue nonb3osamernu He
MOHUMarom, 4mo UHgopMayus, pa3MeweHHas UMU 8 coyualibHbIX Cemsix, Moxem bbimb
HaldeHa u ucriofib308aHa Kem y200HO, 8 MOM 4Yucrie He obszamernbHO ¢ bna2umu
HamMepeHUsIMU.

OcHosHbIe cosemsbi o beaonacHocmu 8 coyuarsibHbIX cemsix:

1. OepaHuub criucok Opyseli. ¥ mebs 8 Opy3bsix He OOMKHO b6bimb cryqalHbIX U
HEe3HaKoMbIX f1t00el;



2. 3awuwat ceor YacmHyto Xu3Hb. He yka3sbieal naposnu, mesnegoHsl, adpeca, damy
meoeao poxOeHuUsi U Opyayl JUYHYK UHGopMayur. 3r10yMbIWUIEHHUKU Moaym
ucronb3ogame 0axe UHOPMayur O MOM, Kak mbl U meou podumesiu rnaaHupyeme
rnposecmu KaHUKyrbl;

3. Bawuwau ceor periymauyuro - Oepxu ee 8 Yyucmome u 3adaegali cebe gornpoc: xomersi
661 mbi, Ymobbl Opyaue nonb3ogameniu sudesiu, Ymo mbl 3azpyxaewsb? [lodymad,
npexoe yem 4mo-mo onybrukoeams, Harnucamse U 3a2py3umsb;

4. Ecrnu mel 2ogopulib ¢ 1100bMU, KOMOPbIX HE 3Haellb, He UCrosb3yl ceoe peasbHoe
uMsi U Opyeayro NUYHYH UHGhopMayuu: UMs, Mecmo Xumesibcmea, Mecmo y4yebbl u
npovee;

5. Usbeecali pasmeweHus chomoepagul e MHmMmepHeme, 20e mbl U30bpaxeH Ha
MecmHOCmu, Mo KOmMopou MOXHO ornpedesiumb M8oe MeCMOINOIOXEeHUE;

6. lpu pesucmpauyuu 8 couyuasibHolU cemu HeobxoduMO UCMOoIb308amb CrIOXKHbIE
naposu, cocmoswue u3 byke u uugp u ¢ Konu4ecmeom 3Hakoe He MeHee 8;

7. [nsa couyuanbHolU cemu, nodymbl U Opyaux caimog HeobxodumMo UuCrofib308amb
pasHble naposu. Tozda ecriu mebs 83r1oMarom, Mo 3/10yMbILUIEHHUKU rosiy4dam 0ocmyn
moribKO K 0OHOMY Mecmy, a He 80 8ce Cpasy.

AneKmpoHHbIe OeHbau

JNIEKTPOHHbBIE [EHBIN - 3TO OYEHb YAOBHbIM CrI0CO6 /IaTEXEY], OfHAKO
CYLECTBYIOT MOLLEHHNKM, KOTOPbIE XOTAT 10/1yYUTb 3TU [EHBI.

IJIEKTPOHHBIE AEHBIM [MOSBUIINCE COBCEM HEAABHO U UMEHHO M3-3a 3TOr0 BO MHOMMX
rocyAapcrBax 4o cux rop He riporimcaHo ripo H1UX B 3aKOHax.

B Poccu xxe OHU QOYyHKLIMOHUPYIOT M O HUX VIKE IPOIMUCAHO B 3aKOHE, I4E UX PAa3aEN[aOT
Ha HECKOJIbKO BU/OB - GHOHUMHBIE U HE GHOHUMHbIE. PazHuLla B TOM, YTO GHOHUMHBIE -
370 T€ B KOTOPbIX PAa3pELIGETCS [IPOBOAUTE OreEPaLmn 6€3  MAEHTUDUKaLN
[10/1b30BaTENS, a@ B HEAHOHUMHBIX MAEHTUDUKALMS  [10/1b30BATENIS  SB/ISETCS
0653aT€/IbHOM.

TaKke C/IEQyeT pas3/imyats S/1EKTPOHHBIE UATHBLIE AEHBIM (PaBHbI FOCYAPCTBEHHBIM
BaJIlOTaM) U S/IEKTPOHHbIE HEQDUATHBIE AEHBIN (HE PaBHbI FOCYAAPCTBEHHBIM BA/IIOTaM,).

OCHOBHbIE COBETBHI 110 6€30acHov paboTe C /IEKTPOHHLIMU JEHbIaMU.!
1. [puBsikn K c4yeTy MOOU/IBHBIV TEEPOH. ITO Cambivi yAOOHBI M BbICTPbLIU CrIOCOO
BOCCTaHOBUTL AOCTYIT K CHETY. [NpuBS3aHHBIV TEIEQPOH MOMOXET, ec/m 3a0yA€eLLb CBOU

M/1aTEXHBIV 1TapOosib Wi 3avfelllb Ha CanuT C HE3HAKOMOro yCTPOUCTBA,

2. Ucrionb3yvi 04HOpa3oBbie naposn. [locie nepexoaa Ha yenneHHy aBTopu3aLymo Tebe
yoKe He ByAEeT YrpoXaTb OfIaCHOCTb KPaXwu M/ MEPEXBATA M/IATEXXHOIO 1aposis,



3. Bblb6eDN CIIOXKHBIV aposib. [IpecTyriHukam 6yAET He rPOCTO Yraaath CI0XKHbIV 13pOosib.
HagexxHble riaposm - 370 Naposiv, KOTopble COAEPXKAT HE MEHEE 8 3HAKOB 1 BK/THOYarOT B
cebsi CTPOYHBIE U MPOMUCHBIE OYKBbI, UNPPBLI U HECKO/IbKO CUMBOJIOB, TAKNE KaK 3HaK
Ao/iapa, QyHTa, BOCK/IMLATEIbHbIVI 3HaK M T.11. Haripumep, $tROng!;;

4. He BBOAN CBOM J/INYHBIE AAHHbIE HA CaUTax, KOTOPbIM HE [OBEPSELLb.

INIeKTPOHHas noyra

OrekmpoHHas nodyma - 3mo mexHosI02us U rnpedocmasrisieMbie e ycryau o
repecsbisike U rofy4eHUI0 35IEKMPOHHbIX COObWeHUl, Komopble pacrpedesisiomcs 8
KomrbtomepHou cemu. QOO6bIYHO  3NIEKMPOHHbBIU  MOYMOBbIU  AWUK  8bl2fisoum
crnedyrowum obpasom: uMSs_rosrb3oeamena@ums_0omeHa. Takxe kKpome nepedadu
rpocmoa2o mekcma, UMeemcsi B03MOXHOCMb rnepedagame halsibl.

OcHosHble cosemnl no be3zonacHol pabome ¢ 371eKMPOHHOU Mo4Ymou:
1. Hado ebibpamb npasursibHbIU M0YMosbIl cepsuc. B uHmepHeme ecmb 02pOMHbIU
8bI60p becrnamHbIX Mo4YMOBbIX Cepa8uCco8, 0OHaKO Jlydwe 0o8epsimb MeM, KO20 3Haellb

U Kmo nepenbil 8 pelimuHae;

2. He ykasbieal e niu4HOU rnodyme fiuydHyr0 uHgopmauyuro. Hanpumep, nydwe ebibpams
"My3biKanbHbIl_thaHam@" unu "pok2013" emecmo "mema13";

3. Ucnonb3yld 0s8yxamarHyro asmopulayuro. 3mo Kozda MOMUMO Maporsisi HYXHO
8800uMb KOO, rpucskinaemsiti no SMS;

4. Bbibepu croxHbil naposb. [nsa kaxdo20 no4ymogozo suwjuka 0ormkeH 6bimb ceol
HalexXHbIl, ycmou4usbIl K 83/10My naposib;

5. Ecniu ecmb 803MOXHOCMb Harnucamb caMoOMy C80U /IUYHbIU 80rpoc, UCnonb3yt amy
803MOXXHOCMb;

6. Ucrnonb3yli HECKOIbKO MoYmosbiX Auukos. [lepebili 0nsi YacmHoU neperucku ¢
adpecamamu, KomopbIM mbl 0ogepsiewb. 3OMO 3/IEKMPOHHbIU adpec He Hado
ucrone308amsa rpu peaucmpayuu Ha ghopymax u caimax;

7. He omkpebieal ¢halinbl u Opyaue 8r10XKeHUsI 8 rucbmax, 0axe ecriu OHU npuwiu om
meoux Opy3ed. Jlydwe ymoyHu y HUX, omnpassnsnu nu oHu mebe amu ¢halinibi;

8. lNocne okoH4YaHusi pabombl Ha NMOYMOBOM cepeuce neped 3aKpbimuem 8KraodKu C
caumom He 3aby0b Haxxamb Ha "Bbiimu”.

Knbepby/iinHIr nsin BUPTyasibHOE M3[4EBATE/IbCTBO



KnbepbyiimHr - rpecicqoBaHmne COoOOLUEHUSIMU, COAEPXKALLMMU OCKOPOIIEHMS,
arpeccuro, 3aryrmBaHme, XyJIMraHCTBO, COLMA/IbHOE OOMKOTUPOBAHNE C [TOMOLLBIO
PA3/INYHbIX MHTEDHET-CEDBUCOB.

OCHOBHbIE COBETBI 10 6OPLOE C KNOEPOYIITNHIOM.

1. He 6pocavica B 604. Jlyyimvi criocob: rnocoBETOBaThCA Kak cebs BECTU M, eC/iN HET
7010, K KOMy MOXHO 06paTUTBLCS, TO BHAYasle yCriOKOMTbCA. EC/M Tbl HAYHELLIb OTBEYATh
OCKOPO/IEHUSIMN HA OCKOPO/IEHMS, TO TOJIBKO ELYE OOJIbLUE PA3OXIKELLL KOHQDITUKT,

2. Yripassvi cBoeu KnbepperyTaymnes,

3. AHOHUMHOCTE B cet MHUMAaS. CYIECTBYOT Cri0COObI BbISICHUTL, KTO CTOMUT 3@
GHOHUMHbIM aKKayHTOM,

4. He crout Bectu Xy/mraHckui o6pas BUPTYasibHOU XU3HU. VIHTEPHET @uKcupyeT Bce
TBOW AEVICTBUSI M COXPAHSET uX. YAamuTe ux OYAET KDAHE 3aTpyAHNUTE IbHO,

5. Cobnogavi cBoro BUPTYa/IbHYIO YECTb CMOJIOAY;

6. UrHopupyvi eamHmnyHbivi Heratms. OfHOPA30BbIE OCKOPOUTESIbHBIE COOBLLEHNS Ty YLLIE
UrHOPMpPoBaTh, OBbIYHO arpeccus NPEKPALLAETCS HA HA4Ya/IbHOU CTaanu;

7. ban arpeccopa. B riporpamMmax o6MeHa MrHOBEHHbIMU COOOLEHNSMY, B COLINAIIbHBIX
CETSIX ECTb BO3MOXXHOCTb OJIOKMPOBKM OTIPaBKU COOOLLEHMY C ONPEAESIEHHBIX afPECOB;

8 Ecm Thl cBUAETENb  KMOEDBYJ/I/MHIG. TBOM [EVICTBUS:  BbICTYIIUTL  [1POTUB
NpecneqoBaresis, [0Ka3ate €My, 4YTO €ro [evCTBUS OLEHUBAIOTCS HEraTuBHO,
MOAAEDKATL KEPTBY, KOTOPOU HYXKHA IICUXO/IOMMYECKAS [TOMOLLB, COOOLUNTL B3POC/IbIM O
@aKTe arpeccuBHOro rMoOBEAEHUS B CETI.

MobusibHbIH TENneghoH

COBPEMEHHBIE CMAPTQPOHBI U I/IAHLIETHI COAEPKAT B CEOE BIIOJIHE B3POC/IbIM
QDYHKLMOHAS, 1 TEMEPH OHU MOrYT KOHKYPUPOBATH CO CTALMOHAPHBIMU KOMITbIOTEPAMU.
O4HaKo, CPEACTB 3aLYnTbl 4/15 IMOLJOBHBbIX YCTPOUCTB 110Ka OYEHDb Maso. TeCcTUpPOBaHUE U
[10MCK YSI3BUMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCUBHO, Kak A1 [1K, To e camoe
KacaeTcs v MOBUIIbHbIX MPUITOKEHUM,

CoBpemeHHbIe MOOUIIbHBIE 5pay3epb/ YoKE€ MpaKTu4eckn JorHasivt Hacro/ibHble aHasiory,
O/JHa@Ko paciimpeHmne ¢y/-//(u/40/-/a/7a B/IeYET 3a cOboU 50/7bLUy/0 CJ/IOXKHOCTh U MEHBLLIYIO
3alunijeHHOCTb.

Jarneko He Bce rpomu3BOANTESIN BbilyCKAOT OOHOB/IEHMS], 3aKPbIBAIOLYNE KPUTUHECKME
VSI3BUMOCTY 151 CBOMX YCTPOVICTB.

OcHOBHbIE COBETHI 41715 6E30M1aCHOCTH MOBU/IbHOIrO TE/NEPOHA:



Huyero He aBseTcs rno-HacToslemMy 6ecriiatHbIM. byib OCTOpoXeH, BeAb Korhga Tebe
MPEANIAraroT 6ECIIATHBIVI KOHTEHT, B HEM MOrYT ObITh CKPbITbl KAKUE-TO M/IaTHBIE YCI1yIv,;

Lymaui, ripexzge yem orripasuts SMS, ¢poTo nimn Bugeo. Tbl TOYHO 3HAELLL, I4€ OHM 6yayT
B KOHEYHOM urtore?

Heobxognmo 06HOB/ISITE ONEPALNOHHYIO CUCTEMY TBOEMO CMaPTEMOHAE,
Ucrionib3yvi aHTUBUPYCHBIE POrPaMMbl /15 MOOWIIbHbLIX TE/IEPOHOB,

He 3arpyxxaui rnpuioXxeHns oT HEeU3BECTHOIrO MCTOYHMKE, BEAb OHM MOMYT COLAEDKATH
BPELOHOCHOE POrPaMMHOE OBECIIEYEHMNE,

[Tocne Toro Kak Tel BbIMAELLL C CaUTa, 4E€ BBOAWT JIMYHYIO MHGOPMAaUMIO, 3auan B
HACTPOVIKM 6pay3epa v ya/im cookies;

/76’,01//0,[][// Yecku /7,0056,0}7//7, Kakue riatHble yaiyrii akTuBupoBaHbl Ha TBOEM HOMEPE,

LaBavi cBov HOMED MOBU/ILHOIO TE/1EPOHA TOJILKO JIOASM, KOTOPbIX Tbl 3HAELIL M KOMY
40BepsielLlb,;

Bluetooth fosmkeH 6biTb BbIK/IHOYEH, KOIAA Tbl UM HE 10/Ib3YelLbCS. He 3abbiBavi nHor[a
MPOBEPSITH 3TO.

Online nrpsbi

COBPEMEHHBIE OHJIANH-UIPbI - 3TO KPACOYHbIE, 3aXBAaTbIBAIONE PAa3B/ICHEHMS,
O6BEAMHSIIOLNE COTHU ThICSY YEJIOBEK 110 BCEMY MUPY. WIPOKN NCCAIEAYIOT AaHHBIV UM
mup, o6LarTcs ApYr C APYroM, BbIMO/IHSIOT 3a4aHuS, CPAaXaroTcd C MOHCTPAaMU U
r10/1y4aroT OfbIT. 38 yA0BO/ILCTBUE OHM MIATAT. ITOKYAIOT ANCK, OM/Ia41BaloT aOOHEMEHT
WU/ IPUOBPETAKOT KaKne-1o OrlLMA.

Bce 3tm cpegcrBa uAyT HA [OGAEDXKEHNE U PAa3BUTUE UIPbl, @ TAKKE Ha CaMy
6E30I1aCHOCTb. COBEPLUIEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMN, BbITYCKAOTCS HOBbIE NaTYM
(UngbpoBbIE 33r1aTKU /1S IPOrPAMM,), 3aKPbIBAOTCS YS3BUMOCTHU CEPBEPOB.

B 110406Hbix ur; pax CrTouT oriacatbCsd He CTOJIBKO CBOUX COlMNEPHUKOB, CKOJIbKO KpaKu
TBOEIO r1apoJisd, Ha KOTOPOM OCHOBAHa cvCTeMa aBropusaLjviv OO/IbLUIMHCTBA Ur D.

OCHOBHbIE COBETHI 110 6€301aCHOCTU TBOEIMO UT} POBOro akKkayHra.

1. Ecm Apyrovi urpok BEAET CE6S M/10X0 UM CO3AAET Tebe HENPUSITHOCTH, 380710KMpPY
€ro B CIUCKE UIPOKOB;

2. [Moxaryvics agMuHUCTPATOPaM UrpPbl Ha IM/I0X0E OBEAEHMNE 3TOMO UIPOKa, XXE/1aTe/IbHO
MPUIIOKUTL KaKNE-TO [OKA3aTe/IbCTBa B BUAE CKPUHOB,

3. He ykasbiBaut in4Hyr0 MHGOPMALMIO B ripoganiie urpbl,



4. YBaxavi Apyrux y4acTHUKOB I10 UrpPe;
5. He ycraHasiimBavi HeO@uUMAIbHbIE NaTYy M MOAbI,
6. VICrionib3yvi CTIOXKHBIE U PA3HBIE 13POJIH,

7. [laxe BO BpeMs urpbl HE CTOUT OTK/IOYATb aHTUBUPYC. [Toka Tbl Urpaellb, TBOW
KOMITbIOTED MOrYT 33Pa3uThb.

DULUNHI MJTH KpaixKa JINYHbIX aHHbIX

Ob6bIYHON KDaxxeu fEHEr U [JOKYMEHTOB CErOAHS VXK€ HUKOro HE VAUBULLL, HO C
DAa3BUTUEM UHTEDHET-TEXHOIOMMI 3/10YMbILLIEHHUKU [IEDEMECTWINCE B UHTEPHET, U
rIPOLAO/IKAIOT 3aHUMATHCS "TII0OUMbIM " [4E/TOM.

Tak rosiBuniack HOBAsl yrpo3a: MHTEDHET-MOLUEHHNYECTBA WM QULLINHI, [TIaBHAs LIEJTb
KOTOPOro COCTOUT B I10/Ty<EHNN KOHQOUAECHLINATIbHBIX AaHHBIX 10/1b30BATENEN - JIOMMHOB
M riaponev, Ha aHrrimvickom s3bike phishing yntaercsa Kkak guimHr (o1 fishing - pbibHas
J108/15, password - napo’sis).

OCHOBHbIE COBETBI 10 6OPLOE C PULLNHIOM:
1. Cnegn 3a cBOoMM akkayHTOM. Ecim Tel 1ogo3peBaels, 4710 TBOS aHKETa Oblia
B3/I0MaHa, TO HEOOX0AMMO 3ab/I0KMPOBAaTe €€ 1 COOBLUNTL 3AMUHNCTPATOPaM Pecypca

06 3TOM KaK MOXHO CKOpee,

2. Ucrionb3yvi 6e30racHble BE6-CanThl, B TOM YUC/IE, UHTEPHET-MAra3nHOB U TOMCKOBbIX
cucrem;

3. Ucrionib3yvi CI0XKHbBIE M Pa3HbIE aposin. Takum o6pa3om, ec/m Tebs B3/I0MatT, TO
3/10YMbILLSIEHHUKM 10/Ty4aT AOCTYIT TO/IbKO K O4HOMY TBOEMY MPOGUII0 B CETH, a HE KO
BceM,

4. Ecm 1ebsi B3/1oMasin, TO HEOOXOAMMO MPELYIIPEANTL BCEX CBOMX 3HAKOMbIX, KOTOPbIE
406aB/1EHBI Y TEOS B APY3bsX, O TOM, YTO TEOS B3/IOMa/M 1, BO3MOXKHO, OT TBOErO UMEHH
6y.4€T PaccoliaTbCa CriaM v CCbI/IKM HA QULLINMHIOBbLIE CauThbl;

5. YcraHosu HagexHbivi naposis (PIN) Ha MOGU/IbHBIVI TE/IEQOH,

6. OTK/II0YM COXPaHeHne Naposis B 6pay3epe;

7. He oTkpbIBaK gpavisibl v ApYrne BIIOXEHNUS B TUCbMAX, AXKe EC/IN OHU PULLI/IU OT TBOUX
APY3E4. JTydLLe yTOYHN y HUX, OTIPAB/IS/IN JI1 OHMU TEOE 3T an/ibl.

ndppoBas penyrayns



Lngposas pernytauyms - 370 HEraTMBHAA WM MO3UTUBHAS MHPOPMALNS B CETU O
Tebe. Komripomervipyrowas wuH@OPMAaLUNs, PasMELYEHHAS B WHTEDHETE, MOXET
CEDPBLE3HBIM 06PA30M OTPA3NTLCS HA TBOEY peasibHOU xu3Hn. "Lingposas peryrayms” -
370 TBOU UMUK, KOTOPbIV QPOPMUPYETCS U3 MHBOPMALMHU O TEOE B MHTEDHETE.

TBOE MECTO XUTE/ILCTBA, YYEDBI, TBOE (PUHAHCOBOE IMOJIOXEHNE, OCOBEHHOCTU XaPaKTEPA
U Pacckasbl 0 6/IM3KNX - BCE 3TO HAKAIN/IMBAETCA B CETU.

MHorve rnoapoCcTku JIErKOMbIC/IEHHO OTHOCSTCS K IyO/IMKaummu JIMYHOU MH@OpMaumu B
VIHTEDHETE, HE ITOHMMAs BO3IMOXHBIX TOC/IEACTBUU, Thl AAXKE HE CMOXELLb OralaThCs O
TOM, YTO (hoTOrpaghus, pasMeleHHas 5 ner Hazas, Crana rpuYuHoON OTKa3a rPHUHSTh
7665 Ha pabory.

KommeHTapmm, pasmelyeHmne TBomMx QOoTorpagmii u 4pyrve 4EUCTBUS MOTYT HE NCHE3HY T
A3XKE 10C/1€ TOro, KaK Tl UX YAA/NLLb. Thl HE 3HAELLb, KTO COXPaHn/ 3Ty MHGOPpMAaLMIo,
r1018/13 /11 OHA@ B [TOMCKOBBIE CUCTEMBI M COXPAHWU/IACk /M OHa, a I718BHOE: HTO 104yMatoT
0 TEbE OKPYIKAIOLNE JIOAN, KOTOPIE HAVAYT U YBUAAT 3T0. HarTv uH@OpMAaLO MHOMO
JIET Cr1yCTS CMOXET JII0O0M - Kak u3 [O6PbIX MOOYKAEHWY, Tak U C HAMEPEHNEM
MPUYNHNTB BPEL. ITO MOXET ObITb KTO YIro4HO.

OCHOBHbIE COBETBI 110 3aLynTe LYUPPOBOM pemnyTaLmm:

1. llogyman, npexpae 4yem 4To-TO ryb/IMKOBaTh U MEPEAABATL y CE6 B 6/10re uim B
CoLMasIbHOMU CceTH,

2. B HACTpovikax rpogmss ycTaHoBU OrpaHNYEHUs Ha MPOCMOTP TBOErO Mpogusis U €ro
COAEPKUMOro, CAENAN Ero TobKO "An1g Apy3en”;

3. He pasmelyanrt n He yKkasbiBarl MH@OPMALIMIO, KOTOPAas MOXET KOro-/imbo OCKOPO/ISTh
WIN OOMXKATb.

ABTOpcKoe npaBo

COBPEMEHHBIE LLIKOJIBHUKM - GKTUBHBIE [10/1630BATE/N LNDPOBOIro MpoCTPaHCTBaA.
O4HaKO [3/IEKO HE BCE 3HAKOT, YTO [10/Ib30BAHNE MHOMMU BOIMOXXHOCTSMU LIMGDPOBOIo
MUpa TPEBYET CO6JIIAEHNS MPAB HA MHTE/I/IEKTYA/IbHYIO COOCTBEHHOCTS.

TepmuH "MHTENIIEKTYE/IbHAs COOCTBEHHOCTL" OTHOCUTCS K Paz/imdHbIM TBOPEHUSIM
YE/IOBEHECKOrO yMa, HaYynmHasi C HOBbIX M300PETEHMY W 3HAKOB, OOO3HAYarOLNX
COOCTBEHHOCTbL Ha [MpPoayKTbl U YyCayrv, MU 3aKaHYuBasi KHuramu, @Qotorpagpusimy,
KUHO@DUIIEMaMU U MY3bIKa/TbHbIMU [IPOUIBELEHNSIMA.

ABTOPCKME 1paBa - 37O 1paBa Ha MHTEN/IEKTYAlIbHYHO COOCTBEHHOCTb HA MPOU3BELEHUS
HayKky, JIMTEPATYPbl U UCKYCCTBA. ABTOPCKME PaBa BbICTYNAOT B KaYECTBE rapaHTun
TOro, YTO MHTE/LIEKTYA/IbHbIV/ TBOPHECKMH TPYA aBTOPA HE BYAET HarpacHbIM, 4aCT EMy
CrIpaBeL/IMBbLIE BO3MOXHOCTU 33paboTaTb Ha PE3y/ibTaTax CBOEro TpyAa, Mo/1yYuTh
U3BECTHOCTb U MPUIHAHME. HNKTO 663 paspelueHns aBTopa He MOXXET BOCIPON3BOAUTS
€ro IPOU3BEAEHNE,  PAaCrIPOCTPAHSTb, 1yO/IMYHO [AEMOHCTPUPOBATB,  I1POAABATS,



UMIIOPTUPOBATb, I1YCKaTh B [IPOKAT, MY6/IMYHO UCIIO/NHATL, [10KA3bIBATE/UCIIONHATE B
3pupe wim pasmelyars B IHTEPHETE.

Hcrionib30BaHne "rnuparckoro” rnporpamMMHOro 06ecrieqYeHnss MOXKET MPUBECTU K MHOMMM
DUICKaM. OT r1OTEPU AaHHbIX K TBOMM aKKayHTaMm [0 6JIOKUPOBKU TBOEIO yCTPOUCTBA, I4€

VYCTaHOB/IEHA HEJIErasibHas rporpamMma. He crout takxe 3abbiBaTe, YTO CyLECTBYIOT
JIErasIbHbIE U BECII/IATHBIE IPOrPaMMbl, KOTOPbIE MOXXHO HAUTU B CETH.

TTAMATKA

A/14 OBYYAROLYNXCA Ob MH¢0PIV‘I’ALII40HHOI;I'
BE3OITACHOCTHU JJETEN

HEJIb35A

1. Bcem rogpsi coobuyars CBOK YacTHyO UH@OPMAaLMo (HacTosyme mums, @amusinio,
T€/1€Q)0H, AAPEC, HOMEP LLIKO/Ib, a TaKXe QOoTorpagum cBov, CBOEV CEMbM U APY3EN);

2. OTKpbIBATH BIIOXEHHbIE (Par/ibl S/IEKTPOHHOM M10YTbI, KOrAa HE 3HAELLb OTIIPABUTESIS,
3. [py6uts, npuanpaTsCs, OKa3blBaTb AAB/IEHUE - BECTH CEOS HEBEXI/TMBO U arpECCUBHO,;

4. He pacriopsykavica fAeHbramu TBOEU CEMbN 6€3 PaspelleHus CTaplumx - BCErga
CrIpaLLIMBaY POANTESIEN,

5. He Bcrpevarics ¢ WHTEPHET-3HAKOMbIMU B PEAJIbHOU XU3HU - [TOCOBETYMCS CO
B3DOC/IbIM, KOTOPOMY [OBEDSELLb.

OCTOPO)KHO

1. He Bce nmwyT npasgy. Yuraews o cebe Hernpasay B MHTEPHETE - coobiuyn 06 3TOM
CBOMM POANTESISM WM OMEKYHAM,

2. [purnaluarot nepeniceiBaTbCs, urpats, 0BMEHNBATLCS - MPOBEPL, HET Jin 104BOXaE,;
3. He3aKoHHOE KonpoBaHne @aiioB B IHTEPHETE - BOPOBCTBO,
4. Bcerga pacckaszpiBavi B3pOC/IbIM O ITPOB/IEMAX B CETU - OHU BCErAa roMoryT;

5. Ucrionb3yii HacTpovikv 6E30MacHoOCT U PUBATHOCTY, YTOObl HE [10TEPSTL CBOU
AKKayHTbI B COLICETSX U APYIvX OPTasiax.

MO)XHO



1. YBaxavi Apyrux rosib30BaTeses;
2. lMosib3yelbcsi IHTEPHET-UCTOYHUKOM - 4E€/1aM CCbIIKY Ha HEro,
3. OTKDbIBaU TOJIbKO TE€ CChl/IKM, B KOTOPbIX YBEPEH,

4. 061yateCcs 3a@ MOMOLLbBIO B3POC/IbIM - POAUTE/IN, ONEKYHbLI M GAMUHUCTDALNS CAUTOB
BCerAa romoryT;

5. [povign obyqdenne Ha cavite "CeTeBuyoK” n rosiyym rnacriopt UN@poBOro rpaxaaHnHal



